Subnetting By The Numbers

A Lesson Plan for trainers to explain IP subnetting

 by David Billings
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Guilford Technical Community College
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This paper is an attempt to assist instructors in teaching IP v4 subnetting.  It is not intended to be a student study guide.  However, use it as you will.  After a student understands the binary and decimal numbering systems and the conversion between the two, I step off into the deep, dark world of IP subnetting.  To start with, I advise the students that this is not rocket science.  All they need is their CD calculator (actually they need a little more but I kind of fudge here).  You know what a CD calculator is don’t you?  Country Digital calculator!  I hold up my fingers and count the digits (without thumbs) from one to eight.  That is all they need to know about math to do IP subnetting.  They don’t even have to use their thumbs or take off their shoes!  This seems to distract and take a lot of the fear away at the beginning.  I use several little phrases and stories to enable a “mind hook” for students to associate a process step with an image.  It seems to help.  

This is just a primer to help get down the mechanics in order to see the whole picture.  Students MUST grasp the concepts of bits and subnetting to understand IP routing and routing access lists.  If this works for you or your students, great, if not, then maybe a part or parts will help.  If not, then contact me to help me to do it better.  I do not permit the use of electronic calculators or spreadsheets for any subnetting.  My thoughts are that a student must understand what is happening with the whole picture of networking in mind.  IP subnetting IS the basic seed of understanding networking.

The important points here are the concepts of subnetting, the whole network idea, gateways, and the process to solve problems.  Sometimes it is best to gather all the information we can about a problem and use that information to answer a question or questions.  This is a process I use to gather everything we can and then solve the problem.  The five-step beginning is to get the student started.  One of the most difficult things for students is remembering what to do first and where to start.  With the five-step process a student can have needed information to solve most problems.  This step by step process will enable beginning students to document a lot of information when they are given a small amount of information, such as: host IP address or network/subnet IP address, subnet mask, number of network bits (CIDR), or needed subnets and/or hosts.  The process will vary depending on what is given in the problem, but I always strive to connect PLANNING with the process.  I have found it best to keep the problems which are solved by first giving the number of subnets and/or hosts as the last type of problems because they set up the planning discussion.  This way I can show WHY they must be able to figure subnets.  That relates it to the real world.  Students need to know how they can find the valid range (all in the same subnet) to place into the DHCP server, or 80% of the valid range in one DHCP server and 20% of the valid range in a second DHCP server.  

Short cuts are not used to describe the process until well into the lesson(s).  Students explain solutions to the class by solving problems at the board in front of the class.  This is both individual and teamwork.  I have found teams of two works best, one student does the board work and the other student explains the work to the class as they coordinate the solutions.  They rotate positions next time around.  

The paper calculator (legal cheat sheet) including Zorro, ABCs, 2sies, and range tables (okay, they’re corny, but memorable - you’ll see) should be built at the beginning of each class.  This is practice for test and job performance time when they will need it.  I believe students also understand the relationships between the parts of IP subnetting better as they make their cheat sheets. Repetition is a key here.  

The range tables can be built before problem solving or during the process.  I recommend having the students make their range tables for 8, 16, 32, and 64 ranges when they do their Zorro, ABCs, and 2sies.  They can take shortcuts both mentally and with their paper calculator later as they gain confidence and understanding of the IP subnetting steps.  At first it is a visual they need to see and understand as they write it down paper.  I do not explain the details of classless IP subnetting (CIDR) until they have mastered classfull subnetting, and I have used, explained, and told the “why” about the term “zero subnet” several times in the classfull discussions.

In the beginning, students are to find the following items on each problem - regardless of what the problem asks for as a solution.  

Students gather all possible information before reading what is needed for an answer.  

There are 12 (The Dirty Dozen) items to be found, six dotted decimal numbers and six other values.   The 12th item is for routing training.

The Dirty Dozen are:

Six Dotted Decimal numbers to find:


Network/subnet IP address (sometimes called the network/subnet ID)


First usable host address

Last usable host address (these two [first and last] are the range of valid host IP addresses)

Network/subnet broadcast IP

Network/subnet default gateway(s) IP addresses (by standard the 1st valid host number(s))

Network/subnet mask

Six other values to find:

Number of subnets

Number of hosts per subnet

Total number of valid hosts on a subnetted network

Range value for a network/subnet IP addresses (how many total IP addresses in a subnet)


Host number on the network/subnet 

For Cisco routing:  Find the subnet number given a host IP address or network IP address, 

                              or given a host IP address or network IP address find the subnet number.

NOTE:  Leave the Class A with 17 or more subnet bits to the very end – or perish!

Hope this helps someone understand subnetting just a little bit easier.  Please let me know how to make this better.  

David Billings

Guilford Technical Community College
Jamestown, NC

Information Technology Department Chair
dgbillings@gtcc.edu 
These four tools are built as the lesson(s) proceed.  They are explained here in their completed forms.

I have students do their Zorro, ABCs, 2sies, and range tables before starting lessons or exams to use as a paper calculator or as a legal cheat sheet (that is – written on a blank sheet AFTER the exam starts).

Zorro:

I call this Zorro.  You know, swish, swish, swish as he left his mark – left to right, right to left, and left to right.      

Start from the left and go left to right with bits, 1 through 8. 

Then from the right go right to left starting with 1 and doubling it to 128 showing the decimal value of each bit.

Then from the left go left to right adding the decimal values starting with 128 and ending with 255, 

i.e. 128+64=192, put the 192 under the 64.  Row 3 also shows contiguous values of bits from left to right.  

Contiguous values from right to left are the Range minus 1.  So,  0001 1111 = 32-1 for 31, and 0000 0111 = 4-1 for 3.


	n Borrowed
	1
	2
	3
	4
	5
	6
	7
	8

	Range
	128
	64
	32
	16
	8
	4
	2
	1

	SN Mask #
	128
	192
	224
	240
	248
	252
	254
	255


The row labels are added and explained as the lesson(s) proceed.

To find a range or a subnet mask, all you need to remember is Zorro: 

“Zorro rode the range and wore a mask.”  If you need a range or a mask – go to Zorro!

The n Borrowed row is associated with the 2sies.

The range row is associated with the range tables.

A B Cs:

I call this doing your ABCs.  It is basic information for student reference and confidence.

	Class
	1st bits
	Range
	Default SN Mask  or
	CIDR
	# SNs & Hosts
	Reserved IP Addresses

	A
	0
	001-126
	255.  0  .  0 . 0
	 /8
	2^(24-n)-2
	 10 .  0  . 0 . 0  thru   10.255.255.255

	B
	10
	128-191
	255.255.  0 . 0
	 /16
	2^(16-n)-2
	172.16  . 0 . 0  thru 172. 31 .255.255

	C
	110
	192-223
	255.255.255.0
	 /24
	2^(8-n)-2
	192.168. 0 . 0  thru 192.168.255.255

	D
	1110
	224-239
	Multicast
	
	
	127.  0  . 0 . 0  loop back test

	E
	
	240-255
	Future Use
	
	
	


While building the ABCs, this is a good time to review, or for the first time, discuss the rules of IP addressing.

Network ID Cannot Be 127

127 is reserved for loop back functions

Network ID and Host ID Cannot Be 255 (All Bits Set to 1)

255 is a broadcast address

Network ID and Host ID Cannot Be 0 (All Bits Set to 0)

0 means “this network only”

Host ID Must Be Unique to the Network

Network ID Must Be Unique to the World Wide Web or Internet.

There are reserved IP addresses for intranet use.  I also use terms like: in house, company internal addressing, and Autonomous System (AS used in routing later), to explain the “why” of reserved IP addresses.  

2sies:

The 2sies are for 2 things, 2 number things: 1 – number of subnets and 2 – number of hosts.

If you need to know #1 - the number of subnets or #2 - the number of hosts, go to the 2sies for those 2 number things. 
This works for both classfull and classless (CIDR).

The formula: “2^ - 2” is for all hosts and classfull subnets (column 3).  

The formula: “2^” is for classless (CIDR) subnets (column 2).

The 1st column is labeled “n Borrowed” just like Zorro. Start with 1 and number down to 16 (more if you like – 30 max).  

The 2nd column is labeled “CIDR # SNs”.  Multiply the 1 in column 1 by 2.  Now, going down, double it.

The 3rd column is labeled “#SNs & #Hosts”.  At the top, subtract 2 from column 2.  Finish by going down the column. 

It looks like this:

	
	CIDR
	# SNs
	

	
	# SNs
	# Hosts
	

	n Borrowed
	2^
	2^-2
	

	1
	2
	0
	

	2
	4
	2
	

	3
	8
	6
	

	4
	16
	14
	

	5
	32
	30
	

	6
	64
	62
	

	7
	128
	126
	

	8
	256
	254
	

	9
	512
	510
	

	10
	1,024
	1,022
	

	11
	2,048
	2,046
	

	12
	4,096
	4,094
	

	13
	8,192
	8,190
	

	14
	16,384
	16,382
	

	15
	32,768
	32,766
	

	16
	65,536
	65,534
	


To get  2sies larger than 16 for even numbers:

If you have 20 subnet or host bits remember that 20 equals (10 times 10) minus 2.  

Divide the needed, even number of bits by 2.

Find the column 2 value for that number (10), multiply it times itself.  

Subtract 2 for all hosts and classfull subnets, i.e.:  

Needed:  20 borrowed bits, column 2 value.

20 / 2 = 10.  The column 2 value for 10 is 1,024.

 1,024 X 1,024        = 1,048,576.  The column 2 value, and the number of CIDR subnets.

(1,024 X 1,024) - 2 = 1,048,574.  The column 3 value, and the number of hosts and classfull subnets.

To get 2sies larger than 16 for odd numbers:

If you have 19 subnet or host bits remember that 19 equals ((9 times 9) (doubled)) (minus 2).  

Subtract 1 from your needed, odd number of bits and divide by 2.

Find the column 2 value for that number (9), multiply it times itself.  

You now have a column 2 value for 18 bits.

Double that number (just like making the chart at first) to get the column 2 value for 19.

Subtract 2 for all hosts and classfull subnets, i.e.:

Needed: 19 borrowed bits, column 2 value.

19 – 1 = 18 / 2 = 9  The column 2 value for 9 is 510.

510 X 510    = 262,144

262,144 X 2 = 524,288  The column 2 value and number of CIDR subnets

524,288 – 2 = 524,286  The number of hosts and classfull subnets.

NOTE:  Do not subtract the 2 for all 1s and 0s until after the multiplication to find the total odd, column 2 value.  Remember that this value is the number of CIDR subnets corresponding to the number of borrowed subnet bits in column 1.

Range Tables

The range tables give us the network number, network/subnet IP address, valid range of host IP addresses, and the network/subnet broadcast IP address.

We get the range from Zorro, “Zorro rode the range and wore a mask”.

In this example we will use the class B IP address of 172.16.X.X /26.  That CIDR notation gives us a subnet mask of 255.255.255.192 with a range of 64, CIDR of 26 breaks down as 16 bits default for a class B IP address and, 10 bits for subnetting, (10 subnetting bits breaks down as 8 bits in the 3rd octet and 2 bits in the 4th octet).

The range table is as simple as the 2sies.  We start at the beginning – that is, with a zero – and going down we add 64, then add 64 then, add 64, and continue adding the range number until we reach 256.  We will always reach 256.  Leaving space to the left for coming columns it looks like this:

    0

  64

128

192

256

That is a list of the first numbers in the range (later to be identified as the network ID or network IP address).

Next we start at the bottom to find the last number in the range.  We subtract one from 256 which gives us 255.  The 255 is the end of, or the last IP address, in the range above.  So we place the 255 in column 2 across from the 192.  This gives us:

    0

  64

128

192 - 255

256

We continue going up to subtract one from the first number in the range, and place it as the last number in the range above it.  This gives us:

    0 –   63

  64 – 127

128 – 191

192 – 255

256

We have now identified the subnets with their ranges.  We drop the 256 from our table.  It was there just as a check that our adding range numbers was correct and also to get the 255 for the last number in the last subnet.  The first range is subnet zero (it starts with a “0”) and we number down.  We now have:

Subnet #
Subnet Range
      1     
      0 –   63

      2  

    64 – 127

      3 

  128 – 191

      4 

  102 – 255

Our next step is to identify the valid range of host IP addresses for each subnet.  Before we determine the valid range of host IP addresses we must recall if we are using classfull or classless IP subnetting.  If we are using classless (CIDR) then we have our subnets, their ranges, and can move on.

If we are using classfull IP addressing then we need to mark through the first subnet range and last subnet ranges in the whole network.  This takes out the range with the all zero host IP address and the range with the all ones host IP address.  We lightly strike through the first subnet and the last subnet ranges in the whole network, keeping them visible for classless (CIDR) problems.  For classfull we will have:

Subnet #
Subnet Range
        1     

        0        63         

      2   

    64 – 127

      3 

  128 – 191

      4 

  102 – 255

and will ignore subnets 1 and 4.  Point out the 2sies here.  Look at 10 bits borrowed and see these two subnets subtracted by pointing out the difference between column 2 and column 3.  Review the formula of 2^ - 2.

This is the range table for a range of 64.  

Now, let’s do some subnetting problems.   ~| :-)

Example of a Class B host given a subnet mask.  Find The Dirty Dozen.

First:  Make a cheat sheet – Zorro, 2sies, & abcs.

Given host IP address: 172.16.135.99

Given subnet mask:      255.255.255.224 or (CIDR notation) /27

Step 1:

Determine class of IP address.  Use the ABCs.  Given host IP address is a class B address.

Step 2:

Determine the default subnet mask and available bits for subnetting and hosts.  Write the default subnet mask and bits.

255.255. 11111111 . 11111111

Box in the borrowed subnet bits.  

There are 2 each 255 numbered octets as default for a class B address (Look at the ABCs), 8 bits in the 3rd octet, 3 bits in the 4th octet, which leaves 5 bits in the 4th octet for host bits; all bits total equals 32 bits.

Subnet bits start with the first (high order) bit in the octet immediately after the last default subnet mask octet.  

Count continuously from left to right until all subnet bits are marked.  Mark them by drawing a box around them.

The total subnet mask bits minus the default subnet bits equals the subnet bits.  

27 – 16 = 11 borrowed bits for subnetting
255.255. 11111111 . 111 11111

Step 3:

Show subnet bits and host bits in decimal.  (Don’t shortcut here and make subnets 11 yet.  We need the 3 in step 6.)

                      8            3       5

Step 4:

Show the total subnet bits and the total host bits in decimal format.

                           11              5

Step 5:

Mark the host IP address octet that was split between subnetting and hosts.

172.16.135.99
Write the host IP octet number on a worksheet for future use.  

99

NOTE:  After step 5 I stop using step numbers.  I call this taking the first steps to the church alter during alter-call.  Once you are on the way down front, you can’t turn back.  If they can take the first 5 steps students have all the information they need to solve a subnetting problem.  I do not what it to become so mechanical they use the steps for a crutch and never see the whole picture of subnetting and all it’s joy.  I do not have the students count more than 5 steps.  I will continue to number the steps for this paper to help us clarify the parts of the process.

Step 6:

Determine the subnet range.  Use Zorro.  “Zorro rode the range and wore a mask.”  
3 borrowed bits in the divided octet (steps 2 & 3) yield a range of 32.  Write down the Range for future reference.

Step 7:
Divide the marked octet number by the range.  Use the host number written down in step 5.

99 divided by 32

99 / 32 = 3 and possibly a remainder. (leave the remainder alone for now)

This host is on the 3rd subnet in the 4th octet.  

The subnet number is 3.

Step 8:

Multiply the subnet number 3 times the range to get the first IP address in the range (subnet).

3 X 32 = 96

This is the 4th octet number for the network/subnet IP address.

Network/subnet IP address in dotted decimal format = 172.16.135.96.

Step 9:

To find the last IP address in the subnet (the network/subnet broadcast IP):

There are several easy ways to do this.

A.  Multiply the range times the next subnet number and subtract 1 IP address.

32 X  4  = 128, 128 – 1 = 127 or

B.  Add the range to the 4th octet number and subtract 1 IP address.

96 + 32 = 128, 128 – 1 = 127 or 96 + 31 = 127.

Network/subnet broadcast IP address = 172.16.135.127.

Step 10:
We can now use the range table to determine the valid range of host IP addresses.

The first IP address in a network/subnet is the network/subnet IP address.  

The next number is the first valid host IP address.

This first valid host IP address is the IP address assigned to the default gateway for the network/subnet.

The last IP address in a network/subnet is the network/subnet broadcast IP address.  

The number just before the network/subnet broadcast IP address is the last valid host IP address.

The network/subnet IP address and broadcast IP address can never be assigned to a host as an IP address.

This range is the 3rd octet number.  Step 2 identified this octet.  It is the octet where we start marking down bits available for subnetting and hosts.  It is the octet from where we start borrowing bits to make subnets.  In this class B IP address it is the 3rd octet.  The 4th octet is the range of IP addresses in each network.  The range is 0 to 255.   

The first usable/valid host IP address is the next larger IP address after the network/subnet IP address.

First usable host address = 172.16.135.97.

Step 11:

By industry standard the first usable host IP address is the network/subnet default gateway IP address.

Network/subnet default gateway IP address = 172.16.135.97.

Step 12:

The last usable host address is the next smaller IP address before the network/subnet broadcast IP address.

Last usable host address = 172.16.135.126.

This gives us:

network/subnet  ID             valid host IP address range
            network/subnet broadcast IP address

   172.16.135.96
172.16.135.97 - 172.16.135.126                        172.16.135.127

Step 13:

The number of subnets is found using the 2sies. Go to the 2sies for 2 things, number of subnets or hosts.

For classfull:

The number of subnets is equal to the number of bits borrowed for subnetting in column 3.  Bits borrowed equals 11.  

Look in column 1 for 11 then across to the column 3 value; there are 2,046 subnets.

For CIDR:

The number of subnets is equal to the number of bits borrowed for subnetting in column 2.

NOTE:  This is not a CIDR problem.  If it were, the value would have been 11 bits for 2,048 CIDR subnets.

Step 14:

The number of hosts (classfull and CIDR) is found using the 2sies.  

Go to the 2sies for 2 things, number of subnets or number of hosts.

The number of hosts is equal to the column 3 value across from the column 1 (n Borrowed) number of bits.

Bits used for hosts equals 5.  

Look in column 1 for 5 then across to the column 3 value.  

There are 30 hosts per subnet.

Step 15:
The total number of hosts on the entire network (in house addressing scheme, company internal addressing, or Autonomous System (AS)) is found by multiplying the number of subnets times the number of hosts per subnet.

2,046 subnets X 30 hosts per subnet = 61,380 valid host IP addresses.

Step 16:

To get a subnet number for Cisco router training, see the following examples.

How to find the subnet number of a class B address with 9 or more bits of subnetting.

171.16.125.147 /26 Given

Class B

  X    X  11111111  11  111111   R - 64

  8     8 |        8         2 |       6        # - 4

  8     8 |          10        |       6

Range: (2 borrowed bits 4th octet, use Zorro. “Zorro rode the range and wore a mask.”) 64

Subnet Mask:  

Use 255 for each full octet and a decimal mask number for borrowed bits in the 4th octet.  

“Zorro rode the range and wore a mask.”
n Borrowed  
   
  8     8     8     2     10 borrowed bits for subnetting
Zorro number

              255 192    will give you the subnet mask of

SN Mask number           255.255.255.192

4th octet:

Host number divided by range


147 / 64 = 2+  

2nd subnet in the 4th octet = 2 (leave what is left over for the host number)

Network/subnet IP address:

Range times 2nd subnet

64 X 2  = 128 (1st IP address in the subnet range)

171.16.125.128

Network/subnet broadcast IP address:

Last IP of 2nd subnet. 

Network/subnet IP address plus range to get 1st IP in 3rd subnet then, minus 1 to get last IP address in the 2nd subnet

128 + 64 – 1 = 191

171.16.125.191

Valid Host IP Address Range:

1st IP after network/subnet IP (default gateway IP address of network/subnet) to 1st IP before network broadcast IP

171.16.125.129  - - - - - - - - - - - - - - - - - - - - - - - -  to  - - - - - - - - - - - - - - - - - - - - 171.16.125.190

Find the Subnet Number (SN#):

3rd octet:

Host number times number of subnets.

(NOTE: Use 2sies column 2; we use ALL of the subnets here, 2 bits borrowed = 4 subnets). 

125 X 4 = 500

4th octet:  We already have it from before.

Host number divided by range


147 / 64 = 2+ (2 is the subnet number and the + is the host number)

Add the subnets for each octet together for the Subnet Number (SN#):

3rd subnet
500

4th subnet

+  2

Subnet number
502nd 

Host number:

Host IP address minus network/subnet IP address (what was left as a remainder in the 4th octet above).

Host IP address
 

 171.16.125.147

Network/subnet IP address
-171.16.125.128
Host number                                                     19th 

So: 171.16.125.147 with a subnet mask of 255.255.255.192 (/26) is the 19th host in the 502nd subnet of its network.

How to find the subnet number of a class A address with 17 or more bits of subnetting

Given:  120.247.196.220 /28

Class A       X   11111111  11111111 1111  1111  R - 16

    
       8  |        8                8          4    |   4      # - 16

  
       8  |                    20                    |   4

Range:  16 (4 borrowed bits 4th octet, use Zorro “Zorro rode the range and wore a mask.”)

Subnet Mask:  

255 for each full subnet and, a decimal mask number for borrowed bits.  Use Zorro.

n Borrowed    
  
  8     8     8     4     20 borrowed bits for subnetting
Zorro number

       255 255 240   will give you the mask of

SN Mask number
255.255.255.240

4th octet:

Host number divided by range


220 / 16 = 13+  

13th subnet in the 4th octet = 13 (leave the left over for the host number)

Network/subnet IP address:

Range times 13th subnet

16 X 13 = 208 (1st IP address in the subnet range)

120.247.196.208

Network/subnet broadcast IP address:

Last IP address of 13th subnet.  

Network/subnet IP plus range to get 1st IP in 14th subnet then, minus 1 to get last IP address in 13th subnet

208 + 16 – 1 = 223 for 120.247.196.223

Host:

There are 14 hosts per subnet (4 bits remaining for hosts, the 2sies tells us 4 bits is 14 hosts).

1st IP after network/subnet IP (default gateway IP of network/subnet) to 1st IP before the network broadcast IP address.

120.247.196.209   - - - - - - - - - - - - - - - - - - - - - - to - - - - - - - - - - - - - - - - - - 120.247.196.222

Find the Subnet Number (SN#):

2nd octet:

Host number times number of subnets times 3rd octet possibilities (256)

(NOTE: Use 2sies column 2; we use ALL of the subnets here, 4 bits borrowed = 16 subnets). 

247 X 16 = 3,952 X 256 = 1,011,712

3rd octet:

Host number times number of subnets

196 X 16 = 3,136

4th octet:  We already have it from before.

Host number divided by range


220 / 16 = 13+ (13 is the subnet number and the + is the host number)

Add the subnets for each octet together for the Subnet Number (SN#):

2nd subnet
1,011,712

3rd subnet

       3,136

4th subnet

+          13

Subnet number
1,014,861st 

Host number:

Host IP address minus the network/subnet IP (what was left as a remainder in the 4th octet above)

Host IP address
 

 120.247.196.220

Network/subnet IP address
-120.247.196.208

Host number 



           12th 

So: 120.247.196.200 with a subnet mask of 255.255.255.240 (/28) is the 12th host in the 1,014,861st subnet of its network.

How to find the subnet number of a class B Network using CIDR

and more that 8 bits for subnetting

Given: 172.16.X.X, need 1,024 subnets, using subnet zero subnetting.  

Do the first 5 steps.  

Class B

  X    X  11111111  11  111111    R - 64

  8     8 |        8         2  |     6          # - 4

  8     8 |            10       |     6

Subnetting starts in the 3rd octet.  

The 4th octet is divided between subnetting and host bits.

The number of subnets and hosts are found using the 2sies.  The range and subnet mask is found using Zorro.

For classfull:

Find the number of subnets needed in column 3.

The number of subnet bits we need to borrow for subnetting is in column 1.

NOTE:  We must select the next largest number in column 3 to get all of the subnets needed.
1,024 subnets needed equals 11.  

Look in column 3 for 1,024, the smallest value to meet our needs is 2,046.  

Look across that row to the column 1 value. 

We need to borrow 11 bits to get 1,024 subnets.

NOTE:  This is not a classfull problem.  

For CIDR: (Using subnet zero or classless routing)

Find the number of subnets needed in column 2.

The number of subnet bits we need to borrow for subnetting is in column 1.

NOTE:  We must select the next largest number in column 2 to get all of the subnets needed.
1,024 subnets needed equals 10.  

Look in column 2 for 1,024, the smallest value to meet our needs is 1,024.  

Look across that row to the column 1 value. 

We need to borrow 10 bits to get 1,024 subnets.

Range:

Range = 64 (2 borrowed bits 4th octet, use Zorro. “Zorro rode the range and wore a mask.”)

Subnet Mask:  

All 1s is decimal 255 for each full octet and, a decimal mask number for borrowed bits.  

“Zorro rode the range and wore a mask.”
n Borrowed    
   
  8     8     8    2   10 borrowed bits for subnetting
Zorro number

              255 192  will give you the subnet mask of

SN Mask number
255.255.255.192

Number of ranges in the 4th octet:

Possible number of hosts divided by the range.

There are 256 bits in each octet.  Each bit is a possible host identifier.


256 / 64 = 4  

There are 4 ranges of 64 in the 4th octet of a class B network using 10 bits for subnetting.

NOTE:  Remember that the first network number is zero (0), not one (1).  We must add that 1 back later to identify the correct 4th octet network.  The Greeks math was off just a little in everything they did because they did not have a zero.  We do, count it.

That means for every number in the 3rd octet, there are 4 subnets in the 4th octet.

Take the subnet number given and divide it into the possibilities in the 3rd octet.  Any remaining number is the 4th octet subnet number plus 1 (Don’t be Greek, add in the 0 subnet).

We can also get the number of subnets in the 4th octet by taking the number of borrowed bits in the 4th octet and look in the 2sies.  2 bits borrowed = 4 subnets.  Remember, here we want the total number of subnets.  DO NOT think of this as classfull or CIDR.  It is the total number of subnets.  Whether we use subnet zero or not makes it classfull or CIDR.

For example:  

We are looking for subnet 7.  We would have:

 7 (subnet number) divided by 4 (number of subnets per byte of 256 bits) would equal 1 with 3 as a remainder.

That would give us a 3rd octet number of 1 and the third network in the 4th octet.

NOTE: Here we must add the 4th octet subnet zero back in.  Don’t be Greek.

7/4 = 1 r3.  add 1 (subnet zero) 4th network/subnet is 192-255 (look at the range table for 64).  

So, we have a 1 in the 3rd octet and a 4th octet of:  

172.16.1.192 is the network/subnet IP address

172.16.1.193 is the first valid host IP address as well as the network/subnet default gateway IP address 

172.16.1.254 is the last valid host IP address 

172.16.1.255 is the network/subnet broadcast IP address 

We are looking for subnet 14.  We would have:

14 (subnet number) divided by 4 (number of subnets per byte of 256 bits) would equal 3 with 2 as a remainder.

That would give us a 3rd octet number of 3 and the second network/subnet in the 4th octet.

NOTE: Here we must add the 4th octet subnet zero back in.  Don’t be Greek.

14/4 = 3 r2.  add 1 (subnet zero) 3rd network/subnet is 128-191 (look at the range table for 64).

So, we have a 3 in the 3rd octet and a 4th octet of:  

172.16.3.128 is the network/subnet IP address

172.16.3.129 is the first valid host IP address as well as the network/subnet default gateway IP address 

172.16.3.190 is the last valid host IP address 

172.16.3.191 is the network/subnet broadcast IP address 

We are looking for subnet 26.  We would have:

26 (subnet number) divided by 4 (number of subnets per byte of 256 bits) would equal 6 with 2 as a remainder.

That would give us a 3rd octet number of 6 and the second network/subnet in the 4th octet.

NOTE: Here we must add the 4th octet subnet zero back in.  Don’t be Greek.

26/4 = 6 r2.  add 1 (subnet zero) 3rd network/subnet is 128-191 (look at the range table for 64). 

So, we have a 6 in the 3rd octet and a 4th octet of:  

172.16.6.128 is the network/subnet IP address

172.16.6.129 is the first valid host IP address as well as the network/subnet default gateway IP address 

172.16.6.190 is the last valid host IP address 

172.16.6.191 is the network/subnet broadcast IP address 

NOTE:  For a difficult question, keep in mind that the class B reserved range of 172.16.0.0 through 172.31.255.255 calls for a subnet mask of 255.255.240.0.  The wildcard mask number of 240 requires 4 bits of subnetting and has a range of 16.  That sets up the range of 16 with 172.16.0.0 through 172.31.255.255.  Most CIDR notations are total network bits.  However, CIDR notation can be either total number of network bits OR just the subnet bits.  

Think on this one.

Question:  
Which of the following is reserved by the InterNIC as a private network?

Choices: 
A.  172.24.0.0 /16 

B.  172.16.0.0 /12  

C.  172.16.0.0 /8  

D.  172.16.0.0 /16

Answer:
B – The correct answer requires a range of 16.  The CIDR notation of 12 is subnet bits - 8 bits in the 3rd octet and 4 bits in the 4th octet, not 12 total network bits but 12 subnet bits.  So, 8 bits in the 3rd octet and  4 bits in the 4th octet gives us the subnet mask number of 255.240 with a range of 16.  So, we have 16.0.0 through 31.255.255.  

This is a tough question, and only for the knowledgeable IP subnetting-ite (one who really, really knows subnetting).  

How to find the subnet number of a class B Network using classfull 

and less than 9 bits for subnetting

Given: 172.16.X.X, need 50 subnets, we need the subnet IP address of the 25th subnet, using classfull subnetting.  

Do the first 5 steps.  

Class B

  X    X  111111  11  11111111      R - 4

  8     8 |     6      | 2          8              # - 64

  8     8 |     6      |       10

Subnetting starts in the 3rd octet.  

The 3rd octet is divided between subnetting and host bits and using Zorro we can find the range.

Given the number of subnets we can use the 2sies to find the number of borrowed bits for subnetting.

For classfull:

Find the number of subnets needed in column 3.

The number of subnet bits we need to borrow for subnetting is in column 1.

NOTE:  We must select the next largest number in column 3 to get all of the subnets needed.
50 subnets needed equals 6.  

Look in column 3 for 50, the smallest value to meet our needs is 62.  

Look across that row to the column 1 value. 

We need to borrow 6 bits to get 50 subnets.

The number of subnets used for this problem is 62.

For CIDR: (Using subnet zero or classless routing)

Find the number of subnets needed in column 2.

The number of subnet bits we need to borrow for subnetting is in column 1.

NOTE:  We must select the next largest number in column 2 to get all of the subnets needed.
50 subnets needed equals 6.  

Look in column 3 for 50, the smallest value to meet our needs is 64.  

Look across that row to the column 1 value. 

We need to borrow 6 bits to get 50 subnets.

NOTE:  This is not a classless problem.  

Range:

Range = 4 (6 borrowed bits 3rd octet, use Zorro. “Zorro rode the range and wore a mask.”)

Subnet Mask:  

All 1s is decimal 255 for each full octet and, a decimal mask number for borrowed bits.  

“Zorro rode the range and wore a mask.”
n Borrowed  
  
  8     8     6   0   6, 3rd octet  bits are borrowed for subnetting
Zorro number                               252  0    will give you the mask of

SN Mask number
255.255.252. 0

Number of hosts per subnet:

The number of hosts (classfull and CIDR) is found using the 2sies.

The number of potential hosts is equal to the column 3 value across from the column 1 (n Borrowed) number of bits.

Bits used for hosts equals 10.  

Look in column 1 for 10 then across to the column 3 value; there are 1,022 potential hosts per subnet.

Or, according to the formula (2^-2), equals the decimal value of 1,024 minus 2 for 1,022 valid host IP addresses. 

Or, the decimal value for a 10 bit number with all 1s minus 1 for the all 0s equals valid host IP addresses. 

1111111111 = 1,023 - 1 for all 0s = decimal 1,022

There are 1,022 hosts per subnet.

Collect the information we have:

We are looking for the network/subnet ID of the 25th subnet.

We know that there are 64 subnets with a range of 4 in the first 6 bits in the 3rd octet.

We know that there is a decimal subnet number value of 252 for 6 bits in the 3rd octet.  

Each 3rd octet subnet number is a possible subnet identifier for each of the 10 host bits.

We know there are 1,022 hosts per subnet.

The 3rd octet range is 0 to 252.

The 4th octet range is 0 to 255.

3rd octet IP addresses:

Multiply the network/subnet number by the range to get the first IP address of the network/subnet.

To get the 25th subnet number we multiply the network/subnet number times the range number.  

This gives us the first IP address in the network/subnet for octet 3.

25 X 4 = 100

The 25th network/subnet ID number is 100 for the 3rd octet.

This gives us: (remembering a range of 4 in the 3rd octet)

Remember:  0.0 through 3.255 is a range of 4 – there are 256 for 0, 256 for 1, 256 for 2, and 256 for 3 = 4 ranges of 256.

172.16.100.0 is the network/subnet IP address

172.16.100.1 is the first valid host IP address as well as the network/subnet default gateway IP address 

172.16.103.254 is the last valid host IP address 

172.16.103.255 is the network/subnet broadcast IP address 

For example:  

We are looking for subnet 9.  

Multiply the network/subnet number by the range to get the first IP address of the network/subnet.

9 X 4 = 36

The 9th network/subnet ID number is 36 for the 3rd octet.

This gives us: (remembering a range of 4 in the 3rd octet)

172.16.36.0 is the network/subnet IP address

172.16.36.1 is the first valid host IP address as well as the network/subnet default gateway IP address 

172.16.39.254 is the last valid host IP address 

172.16.39.255 is the network/subnet broadcast IP address 

We are looking for subnet 14.

Multiply the network/subnet number by the range to get the first IP address of the network/subnet.

14 X 4 = 56

The 14th network/subnet IP number is 56 for the 3rd octet.

This gives us: (remembering a range of 4 in the 3rd octet)

172.16.56.0 is the network/subnet IP address

172.16.56.1 is the first valid host IP address as well as the network/subnet default gateway IP address 

172.16.59.254 is the last valid host IP address 

172.16.59.255 is the network/subnet broadcast IP address 

We are looking for subnet 26.

Multiply the network/subnet number by the range to get the first IP address of the network/subnet.

26 X 4 = 104

The 26th network/subnet IP number is 104 for the 3rd octet.

This gives us: (remembering a range of 4 in the 3rd octet)

172.16.104.0 is the network/subnet IP address

172.16.104.1 is the first valid host IP address as well as the network/subnet default gateway IP address 

172.16.107.254 is the last valid host IP address 

172.16.107.255 is the network broadcast IP address 

IP addressing/subnetting

Paper Calculator or Legal Cheat Sheet

David Billings

Information Technology Department Chair

Guilford Technical Community College

Jamestown, NC
dgbillings@gtcc.edu 
	n Borrowed
	1
	2
	3
	4
	5
	6
	7
	8

	Range
	128
	64
	32
	16
	8
	4
	2
	1

	SN Mask #
	128
	192
	224
	240
	248
	252
	254
	255


	2sies
	CIDR
	# SNs
	
	Range Tables
	
	
	
	

	Table
	# SNs
	# Hosts
	
	1st # = network/subnet IP address
	Remember:

	n Borrowed
	2^
	2^-2
	
	Last # = network/subnet broadcast IP address
	Classfull does not use the first or last subnet in a network.  That is why they are shown as strikethroughs on the range tables.
	 
	 

	1
	2
	0
	
	8
	8 cont.
	16
	32
	64

	2
	4
	2
	
	0-7
	128-135
	0-15
	0-31
	0-63

	3
	8
	6
	
	8-15
	136-143
	16-31
	32-63
	64-127

	4
	16
	14
	
	16-23
	144-151
	32-47
	64-95
	128-191

	5
	32
	30
	
	24-31
	152-159
	48-63
	96-127
	192-255

	6
	64
	62
	
	32-39
	160-167
	64-79
	128-159
	

	7
	128
	126
	
	40-47
	168-175
	80-95
	160-191
	

	8
	256
	254
	
	48-55
	176-183
	96-111
	192-223
	

	9
	512
	510
	
	56-63
	184-191
	112-127
	224-255
	

	10
	1,024
	1,022
	
	64-71
	192-199
	128-143
	Subnet
	Range

	11
	2,048
	2,046
	
	72-79
	200-207
	144-159
	1st
	0-63

	12
	4,096
	4,094
	
	80-87
	208-215
	160-175
	2nd
	64-127

	13
	8,192
	8,190
	
	88-95
	216-223
	176-191
	3rd
	128-191

	14
	16,384
	16,382
	
	96-103
	224-231
	192-207
	4th
	192-255

	15
	32,768
	32,766
	
	104-111
	232-239
	208-223
	  Don’t be
	Greek

	16
	65,536
	65,534
	
	112-119
	240-247
	224-239
	
	

	17
	131,072
	131,070
	
	120-127
	248-255
	240-255
	
	


         ABCs

	Class
	1st bits
	Range
	Default SN Mask  or
	CIDR
	 # SNs & Hosts
	Reserved IP Addresses

	A
	0
	001-126
	255.  0  .  0 . 0
	/8
	2^(24-n)-2
	10 .  0  . 0 . 0  thru   10 .255.255.255

	B
	10
	128-191
	255.255.  0 . 0
	/16
	2^(16-n)-2
	172.16  . 0 . 0  thru 172. 31 .255.255

	C
	110
	192-223
	255.255.255.0
	/24
	2^ (8-n)-2
	192.168. 0 . 0  thru 192.168.255.255

	D
	1110
	224-239
	       Multicast
	
	
	127.  0  . 0 . 0  loop back test

	E
	
	240-255
	       Future Use
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